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Abstract- Visual Cryptography is a technique that allowsindation (images, text, diagrams ) to be encrypted
using an encoding system that can be decryptetiégyes. Visual cryptography provides a very powexrhd
secure technique by which one secret can be digddbinto two or more shares. When the shares exexad
onto transparencies and then superimposed examjither, the original secret can be discoveredowith
computer participation. In VC generate random shareh that with minimal computation, the origisatret
image can be recovered from the random shares wtithioy loss of image quality. Intent of this pajer
dividing the image into random shares to maint&i@ images secrecy. SDS algorithm is used for image
encryption without keys.

Index Terms- Visual cryptography, encryption, decryption, costrasecurity, accuracy, computational
complexity.

but no secret information can be obtained from the
1. INTRODUCTION superposition of a forbidden subset [2] Encrypii®n
Visual Cryptography is first introduced by Moni Nao the first process in which the plain text or reddab
and Adi Shamir, in 1994. In this show how to split text is converted into cipher text or unreadabie. te
secret message into two components. Both parts arbe second process is called decryption process in
necessary to reconstruct and reveal the secrethand which cipher text or unreadable text us convernted i
possession of either one, alone, is useless piain text or readable text.
determining the secret. To encrypt data we apply an encryption algorithm
Visual cryptography is a cryptographic techniquet the sender end and to reveal the data at tkevieg
which allows visual information (e.g. printed text,end, we apply a decryption algorithm. But we need t
handwritten notes and pictures) to be encrypted igonsider the situation where there is no optionge
such a way that the decryption can be performed iige decryption process. The most notable featfire o
the human visual system, without the aid othis approach is that it can recover a secret image
computers. Visual cryptography scheme eliminategithout any computation.[5]
complex computation problem in decryption process,
and the secret images can be restored by stacking 2 .PROPOSED TECHNIQUE

operation. This property makes visual Cryptogr‘fjlphyProposed technique is splitting an image into iplelt

especially useful for the low computation Ioads{;ares. The shares so generated reveal no informati

requllrement.[l]They demo-nstrated a visual SEC8hout the original secret image and to retrieve the
sharing scheme, where an image was broken up 'ntoﬁgcret image all the shares are required

shares so that only someone with all n shares cou he proposed technique is implemented with the SDS
decrypt the image, while any n — 1 shares reveated ; .
algorithm and involves three steps.

information about the original image.
Each share was printed on a separate transpare . . . Lo

and decryption was performed by overlaying thr%gﬁf]aé; C(()i')?;/mg) the secret image is split into
shares. When all n shares were overlaid, the aligin '
image would appear [3]Visual cryptography encodegt
a secret binary image into n shares of random ioinaai
patterns. The secret image can be visually decbged
superimposing a qualified subset of transparencies,

ep 2 (Division) these split images are  randomly
vided.
Step 3 -(Shuffling) these divided shares are then
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shuffled each within itself. Finally these shuffled z = total number of random shares

shares are combined to generate the desired random . . .
shares. [4] X =number of bits representing each primary color

max_val = 2x

Step 1 (Sieving) : Sieving as the name suggest{epeatz]cor R, G, B component

involves filtering the combined RGB components int (a)fori=0to(n-2)

S : for share k = A to (Z-1)
Itﬂzl\;ligl\ﬁl R, G and B components The granularity o ki = Random(0, max_val)

1= T™ I
depends the range of values that R/G/B componegiggr—suml =™ R
may take individually. To make the procesy, . =( max_val + Ri — (Aggr_Sumi % max_val))
computationally % max val
inexpensive, sieving uses the XOR operator? Shuffle
Representation of the Sieving operation Repeat for RA-Z, GA-Z and BA-Z (all generated

Division: Having filtered the original image intbe Shaffrslz —AtoZ
R, G and B components, the next step involves -
dividing the R, G and B components into z parts/ {Rk-shuffle = Rk

shares each. PtrFirstvac = 1
PtrLastVac = n-1
Fori=1to (n-1)
‘ ‘ {If (R(k+1)(i-1) is even)
{ R(k-shuffle) PtrFirstVac = Rki

Original Image

Red Green Blue
‘ PtrFirstVac ++, i++
(Ra-Rz) (Ga-G2) (Ba-Bz) !
Else
Shuffle(Ra-Rz) Shuffle(Ga-Gz)  Shuffle(Ba) { R(A-shuffle) PtrFirstvac = RAi
i++, PtrLastVac --
Random Share A Random Share 2 1}

Step 2 (Divison): Having filtered the original 4. Combine
image into the R, G and B components, the next step
involves dividing the R, G and B components into z Fork=AtoZ

e RSk = (Rk-shuffle XOR Gk-shuffle XOR Bk-
R =(RA, RB, RC,------------o--- ,R2) shuffle)
G = (GA, GB, GC,r-rmmmmmmmeees , G2) Thus at the end of the above process we have
Random
B = (BA, BB, BC,---------------- , B2)
shares (RSA ,RSB ------------------- Rsk).

Step 3 (Shuffling): It involves shuffling the
elements in the individual shares. The sequence in
which the elements within the shares are shuffled |, proposed scheme there are no keys involved and

depends on the value of one of the other sharg§nce there is no key management. Al that is redui

generated from the same primary color. is to transmit one of the random shares on a secret
channel while transmitting the rest on an unsecure
channel. This schema is also using when the CMY or

Algorithm the subtractive model, the colors are representeed

1. Sieving degree of the light reflected by the colored olsjetit
Input A Secret Image this scheme Cyan (C) Magenta (M) and Yellow (Y)
Sieve(Secret Image) pigments are used to produce the desired range of
SultDFi)\l;litsffrER’ G, B components) colors. For decryption purpose XOR operation isluse

n = total number of pixels ( 0 to n-1) The decoding step involves use of a weighted
Ri / Gi / Bi = individual values of the ith pixefi matrix B generated during the training phase and a
the R, G, B components seed ‘s’ used in the encryption phase, thus hagdiin
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these two secret elements raises issues simileyto [11]Chakrabarti, S. (2000): Data mining for
management in an encryption algorithm. hypertext:. A tutorial survey. SIGKDD
explorations]1(2), pp. 1-11.

3. CONCLUSION AND FUTURE SCOPE

In this paper a new enhanced visual cryptographic
scheme is introduced, In which s secret imagelis sp
into multiple random images and with minimum
computation the original secret image can be retde
back. Key management is not an issue because no
encryption keys are used, Computation cost is low.
This is best way keyless approach for image
encryption.

Future work for this we can use Compression of
encrypted shares to reduce bandwidth requirement.
And also take Size of image Variations in format of
Input image.
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